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Paul Withers

» Associate Director, HCL Labs
* Lifetime IBM Champion

* Former HCL Ambassador

* OpenNTF Board Member
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FAQS

* Volt MX offering, Domino entitlement (CCB / CCX)

 Domino version numbering dropped
* Delivered by Volt MX, not Domino
» Separate installation
* Domino task
* Log4J and all dependencies updated

e We don’t want technical debt
 Documentation online — docs and tutorials
 Next beta available TOMORROW

BHCL Labs
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https://github.com/hcl-tech-software/domino-keep-docs
https://github.com/hcl-tech-software/domino-keep-tutorials
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KEEP Mission

KEEP objectives

“"Make Domino development and access available to a broad audience with diverse development
backgrounds. Keep the barrier to entry low without sacrificing enterprise and container
deployability. Ensure access control through declaration on the server and its databases,

relieving end-user applications from that task”

BHCL Labs
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Granular Access

« REST API access focused on Domino developers

@ B @ N

Subject . Subject
new / pending
8 Description """”:': Description
/
4+—> Cost < Pl —— |« > Cost -+ »
g 8
Requestor Approval ? Approval Approver
Notes Document
Remarks / (JSON format) | Remarks
-
U \ Read / Write ] Read only
HCL Labs
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What’s New?

* Docker container uses Domino Danube Beta
* Logs now in IBM_TECHNICAL SUPPORT
 KEEP Database is replaced with schemas and scopes
* Some endpoints modified for greater clarity
* Form mode reworked
» Updated REST Configuration Ul
* OAuth IdP functionality
- » Extended info in JWT token
U ....* New endpoint /1istpivot

Ij%}abs Updated templates 6
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KEEP Database Schemas and Scopes

‘o o
- Schema (Configuration) JSON Schema
e Configuration for an NSF — Forms, Views, Agents, DQL SOAUEN

e Stored as a .json File Resource in relevant NSF
* Potential for community to Lot R =0 ret-Fi

1] New File Resource £ Import File Resource  Open With ~ &l Export

Inspired by

.
=
create an editor? - @ o e
mages
N @ Filesg REST/demo json 12-05-2022 20:2...
. REST/demoron,json 10-05-2022 01:3..
[#) REST/demojson )
[ ) X REST/rumbajson 04-05-2022 04:1...
[@) REST/demoronjson ’
REST/samba.json 27-01-2022 22.0..

[ REST/rumbajson
[#) REST/sambajson

 Stored in KeepConfig.nsf s

@ Style Sheets

(Domino Directory for GA’ E/ Themes ’ roperties 7@ Events X | 5 Problems X & Prog

#] About Document

?_] Using Document

Next to Internet Sites) e

b Basics Basic Properties
> B Composite Applications | b Pr 3
* Managed by an Administrator i e — .
,  Demo  Fields '

I externally
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Directory

- HCL Digital Solutions

—- Design
App.nsf
\J
KEEP Schema | KEEP Schema KEEP Schema

v

KEEP DB KEEP DB KEEP DB

(= scope) (= scope) (= scope)

i v '
OAuth App OAuth App OAuth App

) Stored in App.nsf DESIGN
Agent
/
> View Mode
\ /
Form »| Mode
\
Mode
Field Field Field
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Division of Responsibilities

[ ] API requirement Brief
i defined
Customer I
<
® Create KEEP FOITOG
- schema(s) - Xl ewts R
Developer l gents
Q Enable KEEP
o Schema(s)
Administrator \ —
Domino
__.-w| Directory
-
® Create OAUTH
o App
e o o o Administrator

HCL Labs
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Fields

 Readers, Authors and Names fields are now honoured
* Fields follow the ideas proposed by JSON schema

N 4

* Intention is to be able e
to follow constraints . [type |array
available in JSON '+ \items A
schema

type |[string |
| format |authors |

name |Owner |

------- > type string
format |readers

.“\ ‘f* N
. |name color

type array

-G |
B . i |items L > type | string)

~telelyleleleled

. (fieldGroup | Things

HCL Labs N
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https://json-schema.org/
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Field groups

* Designed to handle multi-value where values at a
particular index form a record

» Assign Name, age and fruit to field group LostBoys

Nibs (Name |Nibs |
: Tootles age |5
Customer | Peter Pan Curly : : Jruit Banana,
Location |Neverland| .7 Customer | Peter Pan
“ . 1 N - r ~
Name ot 34 # Location |Neverland “1[*} [Name|Tootles
age P MESER o » 12 | LostBoys o-f----» 2|®----->age |12
fruit o). 7 - 1 s g fruit |apple |
A 3
Banana Name | Curly
-G
Apple age |7
oo Banana | fruit | Banana)
HCL Laps
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- Form: Demo - Mode: default

. HCL Digital Solutions
UX WIP — Hot Off The Press!

Show fields from |FieldName ) Subject
aa ALL * ~| | Subject Field Type [ Text
EeY ALL £y A 9.!ner3 .
Customers  |B|u| 355 __Authors,/w Things O] Multi-Value
Sample F i O Access i
ple Form String r/w ® read/write

Demo subform - Shape 5 O read only

) tring r/w .
Owners Size : O write only
s String r/w Field Group Thiigs 3

Value m‘
- Number r/o
1

Show one field
details as card
less messy

Read formula

Write formula

L

We got more
formulas here
Y Maybe fit to
the right?

HCL Labs
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APl Endpoint Changes

Old Endpoint New Endpoint

?db ?dataSource

/admin/databases /admin/access POST + body params
/admin/database /schema

/admin/database/{scope} /schema?configName={schema}&nsfPath={path}
/databases /scopes — get all scopes for a database

/scope — get schema for a scope
/admin/scope — Create/update a scope

- /admin/database/{scope}/{formName} /scope/form/{form}

B /scope/mode/{form}/{mode}

HCL Labs
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OAuth IdP

* Enabled with oauth.json in [datadir]/keepconfig.d on server

"oauth": {
"active": true,
"database": "oauth.nsf",
"url": "https://mykeepserver.com",

"authCodeExpiresIn": 120,
"accessTokenExpiresIn': 3600,
"refreshTokenExpiresIn": 525600

HCL Labs
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Keep Application

« KEEP application defines an OAuth application
* Created by KEEP Admin, defines scopes enabled

 Has client ID and secret
{

"client_name": "My App",
"client_uri": "https://www.projectcastle.io/coolapp”,
"contacts": [

"admin@projectcastle.io"

1,

"description”: "Super cool demo App",

"logo_uri": "https://www.projectcastle.io/castle.jpg",
"redirect_uris": [
"http://localhost/callback”,

- "https://domino.projectcastle.io/identity",

"https://www.projectcastle.io/oauth”
1,
e 000 "scope": "demo $DECRYPT",
HCL Labs "status": "isActive"
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OAuth IdP

« KEEP presents the OAuth authorization screen
« Each OAuth application can store multiple scopes

* During OAuth dance, if application requests undefined or
iInvalid scope, request is denied

« $DATA gives access to any data-related scope set up

* OAuth application is responsible for passing name that
matches ACL

 oauth.nsf holds Authorizations from third parties

-G
BHCL Labs
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JWT Token Extensions

* “sub” holds primary name in ACL
* “names” added to hold groups

"claims": %
"iss": "Domino KEEP RANDOM",
"sub": "CN=Domino Admin/0O=Stark Industries",
"scope": "MAIL $DATA $DECRYPT",
"names": [

"CN=Domino Admin/0=Stark Industries",

"Domino Admin",
”*”'
"x/0=Stark Industries",

"LocalDomainAdmins"

BHCL Labs
#engageug 17



engag%% - HCL Digital Solutions
/listspivot/{name}

* Processes view data as a pivot table
» Uses a flat view

« Computes min, max, count and total of retrieved view
entries

* pivotColumn query param defines column to pivot on
* All other view-related query params still available

(G|
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Domino Console Commands

Command

load keep

tell keep quit

tell keep reload

tell keep [show] info

tell keep [show] config
-G
[] tell keep [show] status

HCL Labs
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Effect
Start the Domino REST API
End the Domino REST API
Restart with new configuration
Show loaded components (geek stuff)
Show current configuration

Show version information and state

19
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KEEP Application Hosting

« keepweb.d can host JS web applications
* WebJars can also be hosted through KEEP

* Include on classpath
e config.json to specify route
e webapp > webjars

(G|
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Future Plans

* More APls What would
 Volt MX Adapter for Domino you like to add?
* RichText to Markdown conversion
* More RichText support

* Move scopes to Domino Directory

« Scope creation, activation, deactivation from Domino
directory

e More tell keep commands

-G
BHCL Labs
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Upgrade

* No direct upgrade path!

* Backup a copy of KeepConfig.nsf, then remove from
server

 Remove keep templates
« Update container

(G|
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Beta Approach

 Documentation online
e Contributions welcome

« Use Issues on repo, with tag “functionality”
* Tutorials online

e Contributions welcome Let’s build a
. beta together?
« Channel on OpenNTF Discord? eta together
* \/ideos?

* Regular drop-ins?
B » Playbacks?
HCL Labs
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One more thing...



https://www.iphonemod.net/swatch-trademark-one-more-thing.html
https://creativecommons.org/licenses/by-nc/3.0/
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One more thing... ,2 5
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http://www.danielpradilla.info/blog/the-master-presenter-at-work/
https://creativecommons.org/licenses/by-nc-sa/3.0/
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Questions?

——
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